
Best	Prac*ces	for	Securing	Your	Virtual	Classroom	&	Mee*ngs	

OVERVIEW	
Zoom	has	helped	thousands	of	schools	and	teachers	around	the	world	quickly	shiF	to	remote	virtual	learning,	and	we	
want	all	of	them	to	have	the	same	produc*ve	environment	as	their	tradi*onal	classroom	seIngs.	

Zoom	comes	pre-stocked	with	numerous	security	features	designed	to	control	online	classrooms,	prevent	disrup*on,	and	
help	educators	effec*vely	teach	remotely.	Here	are	some	best	prac*ces	for	securing	your	virtual	classroom	or	mee*ngs	
using	Zoom.	

Lock	your	virtual	classroom	
Did	you	know	you	can	lock	a	Zoom	session	that’s	already	started,	so	that	no	one	else	can	join?	It’s	kind	of	like	closing	the	
classroom	door	aFer	the	bell.	Give	students	a	few	minutes	to	file	in	and	then	click	Par*cipants	at	the	boVom	of	your	
Zoom	window.	In	the	Par*cipants	pop-up,	click	the	buVon	that	says	Lock	Mee*ng.	

How	to	lock	your	classroom	

Control	screen	sharing	
To	give	instructors	more	control	over	what	students	are	seeing	and	prevent	them	from	sharing	random	content,	Zoom	
recently	updated	the	default	screen-sharing	seIngs	for	our	educa*on	users.	

Sharing	privileges	are	now	set	to	“Host	Only,”	so	teachers	by	default	are	the	only	ones	who	can	share	content	in	class.	

However,	if	students	need	to	share	their	work	with	the	group,	you	can	allow	screen	sharing	in	the	host	controls.	Click	the	
arrow	next	to	Share	Screen	and	then	Advanced	Sharing	Op*ons.	Under	“Who	can	share?”	choose	“Only	Host”	and	close	
the	window.	You	can	also	change	the	default	sharing	op*on	to	All	Par*cipants	in	your	Zoom	seIngs.	

How	to	manage	screen	sharing	

Enable	the	Wai*ng	Room	
The	Wai*ng	Room	feature	is	one	of	the	best	ways	to	protect	your	Zoom	virtual	classroom	and	keep	out	those	who	aren’t	
supposed	to	be	there.	

When	enabled,	you	have	two	op*ons	for	who	hits	the	Wai*ng	Room	before	entering	a	class:	

1. All	Par*cipants	will	send	everyone	to	the	virtual	wai*ng	area,	where	you	can	admit	them	individually	or	all	at	
once.	

2. Guest	Par*cipants	Only	allows	known	students	to	skip	the	Wai*ng	Room	and	join	but	sends	anyone	not	signed	
in/part	of	your	school	into	the	virtual	wai*ng	area.	

The	virtual	Wai*ng	Room	can	be	enabled	for	every	class	(in	your	seIngs)	or	for	individual	classes	at	the	scheduling	level.	

Update:	Star+ng	March	31,	the	Wai+ng	Room	feature	will	be	automa+cally	turned	on	by	default.	Visit	our	support	page	
for	more	informa+on	on	adjus+ng	your	Wai(ng	Room	se0ngs.	

Lock	down	the	chat	
Teachers	can	restrict	the	in-class	chat	so	students	cannot	privately	message	other	students.	We’d	recommend	controlling	
chat	access	in	your	in-mee*ng	toolbar	controls	(rather	than	disabling	it	altogether)	so	students	can	s*ll	interact	with	the	
teacher	as	needed.	

How	to	control	chat	access	

https://support.zoom.us/hc/en-us/articles/201362603-Host-and-Co-Host-Controls-in-a-Meeting?zcid=1231
https://support.zoom.us/hc/en-us/articles/360041591671?zcid=1231
https://zoom.us/profile/setting?zcid=1231
https://support.zoom.us/hc/en-us/articles/115005759423?zcid=1231
https://blog.zoom.us/wordpress/2020/02/14/secure-your-meetings-zoom-waiting-rooms/?zcid=1231
https://support.zoom.us/hc/en-us/articles/115000332726-Waiting-Room?zcid=1231
https://support.zoom.us/hc/en-us/articles/115004809306-Controlling-and-Disabling-In-Meeting-Chat?zcid=1231


Remove	a	par*cipant	
If	someone	who’s	not	meant	to	be	there	somehow	manages	to	join	your	virtual	classroom,	you	can	easily	remove	them	
from	the	Par*cipants	menu.	Hover	over	their	name,	and	the	Remove	op*on	(among	other	op*ons)	will	appear.	Click	to	
remove	them	from	your	virtual	classroom,	and	they	won’t	be	allowed	back	in.	

How	to	remove	a	par*cipant	

As	part	of	our	in	mee*ng	security	features	to	help	you	keep	your	mee*ngs	secure,	the	mee*ng	host	can	report	a	user	
during	a	mee*ng.	The	host	is	able	to	select	which	users	they	would	like	to	report,	include	any	wriVen	details,	and	add	
aVachments.	This	report	is	automa*cally	sent	to	the	Zoom	Trust	and	Safety	team	to	evaluate	any	misuse	of	the	placorm	
and	block	a	user	if	necessary.	

Enabling	the	Report	feature	

Using	the	Report	feature	

Security	op*ons	when	scheduling	a	class	
The	cool	thing	about	Zoom	is	that	you	have	these	and	other	protec*on	op*ons	at	your	finger*ps	when	scheduling	a	class	
and	before	you	ever	have	to	change	anything	in	front	of	your	students.	Here	are	a	few	of	the	most	applicable:	

• Require	registra*on:	This	shows	you	every	email	address	of	everyone	who	signed	up	to	join	your	class	and	can	
help	you	evaluate	who’s	aVending.	

• Use	a	random	mee*ng	ID:	It’s	best	prac*ce	to	generate	a	random	mee*ng	ID	for	your	class,	so	it	can’t	be	shared	
mul*ple	*mes.	This	is	the	beVer	alterna*ve	to	using	your	Personal	Mee*ng	ID,	which	is	not	advised	because	it’s	
basically	an	ongoing	mee*ng	that’s	always	running.	

• Password-protect	the	classroom:	Create	a	password	and	share	with	your	students	via	school	email	so	only	those	
intended	to	join	can	access	a	virtual	classroom.	

• Allow	only	authen*cated	users	to	join:	Checking	this	box	means	only	members	of	your	school	who	are	signed	
into	their	Zoom	account	can	access	this	par*cular	class.	

• Disable	join	before	host:	Students	cannot	join	class	before	the	teacher	joins	and	will	see	a	pop-up	that	says,	“The	
mee*ng	is	wai*ng	for	the	host	to	join.“	

• Manage	annota*on:	Teachers	should	disable	par*cipant	annota*on	in	the	screen	sharing	controls	to	prevent	
students	from	annota*ng	on	a	shared	screen	and	disrup*ng	class.	

Note:	For	schools	scheduling	classes	through	an	LMS,	some	of	these	seFngs	might	appear	a	liGle	differently.	Visit	
support.zoom.us	if	you	need	assistance.	

Addi*onally,	teachers	have	a	couple	in-mee*ng	op*ons	to	control	your	virtual	classroom:	

• Disable	video:	Turn	off	a	student’s	video	to	block	distrac*ng	content	or	inappropriate	gestures	while	class	is	in	
session.	

• Mute	students:	Mute/unmute	individual	students	or	all	of	them	at	once.	Mute	Upon	Entry	(in	your	seIngs)	is	
also	available	to	keep	the	clamor	at	bay	when	everyone	files	in.	

• AVendee	on-hold:	An	alterna*ve	to	removing	a	user,	you	can	momentarily	disable	their	audio/video	
connec*ons.	Click	on	the	aVendee’s	video	thumbnail	and	select	Start	AVendee	On-Hold	to	ac*vate.	

https://support.zoom.us/hc/en-us/articles/115005759423-Managing-participants-in-a-meeting?zcid=1231
https://support.zoom.us/hc/en-us/articles/360041848151
https://support.zoom.us/hc/en-us/articles/360042791091-Report-a-user-during-a-meeting#h_e74c5d59-cbfd-4980-8fb5-183a1018dee6
https://support.zoom.us/hc/en-us/articles/360042791091-Report-a-user-during-a-meeting#h_118b55c7-b13f-41b9-90cc-e003436663bc
https://support.zoom.us/hc/en-us/articles/201362413-Scheduling-meetings?zcid=1231
https://support.zoom.us/hc/en-us/articles/211579443-Registration-for-Meetings?zcid=1231
https://support.zoom.us/hc/en-us/articles/201362413-Scheduling-meetings?zcid=1231
https://support.zoom.us/hc/en-us/articles/360033559832-Meeting-and-Webinar-Passwords-?zcid=1231
https://support.zoom.us/hc/en-us/articles/360037117472-Authentication-Profiles-for-Meetings-and-Webinars?zcid=1231
https://support.zoom.us/hc/en-us/articles/202828525-Join-Before-Host?zcid=1231
https://support.zoom.us/hc/en-us/articles/115005706806?zcid=1231
https://support.zoom.us/hc/en-us/articles/115005759423?zcid=1231
https://support.zoom.us/hc/en-us/articles/203435537-Mute-All-And-Unmute-All?zcid=1231&_ga=2.229640476.1828460277.1584289344-827731685.1566335579
https://zoom.us/profile/setting?zcid=1231
https://support.zoom.us/hc/en-us/articles/201362813-Attendee-On-Hold?zcid=1231


Get	Zooming	securely	
You	can	also	check	out	this	video	on	securing	your	virtual	classroom	from	the	Zoom	team:	

Zoom	101:	Securing	your	Mee*ngs	&	Virtual	Classrooms	

Addi*onally,	we’ve	compiled	several	great	resources	to	help	teachers	and	administrators	—	even	the	most	technology-
challenged	ones	—	get	quickly	trained	on	Zoom	and	pick	up	some	best	prac*ces	for	educa*ng	over	Zoom.	

We	invite	you	to	learn	about	the	addi*onal	benefits	Zoom’s	Educa*on	plan	can	provide	for	virtual	learning	and	remote	
educa*on.

https://youtu.be/p1IMmOujc9c
https://zoom.us/docs/en-us/covid19.html?zcid=1231
https://zoom.us/education?zcid=1231
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